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Introduction

Government procurement:

» 10%-15% of GDP; 7 trillion dollars annually in U.S.
» Not always Open and Transparent

» Fraud schemes:

Bid rigging, bribery, kickbacks, cost mischarging, defective pricing,
product substitution ...
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Introduction

Who has interest?
What data to use?

What method to apply?
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Background

Open Data Initiatives

» Make info available and transparent

» 45 countries and 163 international regions

» (Government procurement data:

U.S.: usaspending.gov
China: ccgp.gov.cn
Australian: tenders.gov.au
Canada: buyandsell.gc.ca
Brazil : dados.gov.br

UK: gov.uk
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Background
“Armchair Auditor”

-- Crowdsourcing analysis of government data (O’Leary, 2015)

-- Informal, voluntary and no requirements

-- Pilot projects:

« Two English councils: Isle of Wight council and Hull City council

Government
operatlonal data Barrier:

e Quality and comparability
Interested partles/ open data ] of information

 Auditors « Tools and knowledge
e Vendors \ \ * Rules and community
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Objective

Although we have open government data,
Few studies discuss:

* how to use

 what tools

This paper :

Propose a list of audit apps that help armchair auditors to
e Analyze procurement data

« |dentify potential anomalies

e Find out suspicions contracts at high fraudulent risk
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Why Audit Apps

What is it
« Formalized audit procedures that are performed through computer
scripts

Example
« Caseware: test journal entries, accounts payable, fixed assets, etc.

Advantages

« Simplify data analytics procedures
* Require few user interactions
 [Easy to create

No apps for open government data analysis or for non-
professional auditors such as “armchair auditors”
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Proposed Apps for Government Expenditure
Audit

Anomaly Type:

1. Data Incompleteness and Unreliability

No. Purpose of the app Data Needed Anomaly Indicator
1 Check contract values Initial values of Unusual number in the
contracts values, such as 0,
0.01,0.05
2 Check data completeness Contracts data Missing suppliers / biding

and Integrity mode/ dates...
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2. Suspicious Suppliers

NoO.

Purpose of App Data Needed
Background

Check Relationships information of both
parties

Check contractors in Contractor

blacklist information,
“blacklist”
Check contracts Bidding type

waived from bidding  Information

|dentify abnormal Contract data,
bidding winners bidding results

Anomaly Indicator

Contractors or sub-, or their
family members work for
government

Contractors once occurred in
the “blacklist”

Contractors have very large
proportion of “waived
bidding” contracts

A certain contractor always or

Potential
Fraud

Bribery,
Kickback

Bribery,
Kickback

Bribery,
Kickback

never wins, or all contractors Bid rigging

win equally
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3. Abnormal Prices

NoO.

Purpose of App Data Needed

Price comparison Price data

Split p_urchase Contract data
detection
Winning price

prediction Bidding process

Anomaly Indicator Potential
Fraud

Contractor sell same

product/service to gov. for Bid rigging

higher price

Contracts with same

suppliers, same dates and

same goods

Abnormal winning price

found in Regression Bid rigging

10
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4. Abnormal Bidding Procedure and Mode

detection

Data
No. Purpose of App Needed
Few bidders Market
check data
E T
2 process

Anomaly Indicator Potential Fraud

. bid rigging,
only very few suppliers Collusion
Qualified bidders

inexplicably withdraw valid  bid rigging

information bids

5. Abnormal Products/Services Implementation

No. Purpose of app

1

Check working
hours

Data
Needed

iInvoices

Anomaly indicator Potential Fraud

Employees bill for more Charging for products
hours than typically not used or services
worked in a day not rendered

11
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Hlustrations

Data:
Contracts of Brazil federal government from 1989 to 2014 from SIASG

(Brazilian public federal procurement information system)

1. Descriptive Dashboard
Software : Qlik Sense Enterprise

-- Dashboard for Visualization

14
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Lescriptive Analysis App
2. Modalidade da Licita... Analyze by Bidding Mode Contract Value by bidding Mode
B1: CONVITE Modalidade da Licitagao
82: TOMADA DE PRECOS 63: CONCORRENCIA _ . avg([Valor
@1: COMVITE Modalidade dali... ~ inicial])
83: CONCORRENCIA .
81:TOMADA DE PRECOS
. @5: PREGAD - 3486645
84: CONCORRENCIA INTER... 99- null 57613477
87:INEXIGIRILIDADE D.. o= =
BE- PREGAO 44 CG{NCOFERENCIAINTERNJ}.CIDNAL cse5395 3
5 _ : POR TECNICA E PRECO
66: DISPENSA DE LICITAGAO B8 DISEENSADELICITACRS 84: CONCORRENCIA INTERNACIONAL 5737019.4
87: INEXIGIBILIDADE DELL... Top contract value
b T T e T e B et ] BG
7, Contratada 2 0o o
28282, 0 .-
M om DS @ s 5 5
Fornecedor 66.088.6065/86... 46 mom e D0 s S e 22 % 000000yl a5z 53
e B e T T B B = B~ - S S S -~ B e
— - - - - (o] P - _ _ ) ) =
Fornecedor B8.988.868/006... - S22 4455 38 EES S22
a
Fornecedor 889868 858,/848_..
O UASG Analysis by UASG
§20661: SENADO FEDERAL 153261- 153163: 160069: |154421- |153818: (153173
HOSPITAL MEC-UNIV. | COMAND..| FUND. MEC-CEF |FHBE-MEG-EUND T .
BEEE81-STM _SUPERIOR T... CLINICAS/UF | FEDUDE | B GGISTE ((OMIVERSI | ET-CENT. |ONACDE L 06: DISPEN§ADE
MG SANTA cO DADEFED |FEDED.T |DESENIDHE LICITACAO
BEEE28: STM-3AAUDITORL.. CATARINA FRALVA _ | EC.CELS.. |EDUACACADIDFE
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Data Incompleteness and Unreliability Check

Software : Caseware IDEA
-- Integrity Check for Missing Contractors

App script

Call Excellmport) ‘C\Users\AdministratoriDownloads\integrity check xsx
Call DirectEstraction()  ‘integrity check3-Sheet2 IND
End Sub

[ File - Import Assistant Excel

Function Excellmport
Settask = Client GetimporTask(ImporExcel’)
dbName = "C:\Users\AdministratoriDownloadslintegrity check xlsy
task FileTolmport = doName

ask SheefTolmport ="Sheet2

ask OutputFilePrefix = ‘inteqrity checkd

ask FirstRowlsFieldName = TRUE

ask EmptyNumericFieldAsZero = "FALSE
task PerformTask
dbName = task OutputFilePath("Sheet2”)
Settask=Nothing
Client OpenDatabase(dbName)

End Function

[ Data: Direct Extraction
Function DirectExtraction
Set db = Client OpenDatabase(integrity check3-Sheet2 IMD")
Settask = db.Extraction
taskIncludeAlFields
dbName = "Integrity check - Contractors IMD
task AddExtraction doName, ™, “@IsBlank( CONTRATADA |
task CreateVirtualDatabase = False
task PerformTask 1, do.Count
Settask = Nothing
Set db = Nathing
Client OpenDatabase (dbName)
EedSunding

Sample results
IDENTIFICADOR_DO_CONTRATO

mlh.5u.m‘_h

11460650000011984

| 15404753000011984

15404753000011986
17011650000011988
51208450000011992
512111 50000011992
17011950000011990

In 470,683 contracts:

35,516 contracts had

no contractor info.
 90% of these
were waived
from bidding

» 16,167 contracts had

no bidding mode info

1,000 contracts had

no valid dates

16
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Data Incompleteness and Unreliability Check

Software: Caseware IDEA
-- Unusual Initial Values

App script

Bub Main
Call Excellmport() ‘C\Users\Administrator\Downloads\initial value xlsx
Call DirectExtraction{)  ‘initial value2-Sheet! IMD

End Sub

'File - Import Assistant Excel

Function Excellmport
Settask = Client GetlmporTask( ImporExcel’)
dbName = "C:\Users\Administrator\Downloadslinitial value xlsx
task FileTolmport = doName
{ask SheetTolmport ="Sheet!
task OutputFilePrefix = “inifial value2
taskFirstRowlsFieldName = TRUE
task EmptyNumericFieldAsZero = "FALSE
task PerformTask
dbName =task OutputFilePath("Sheet1’)
Settask =Nothing
Client OpenDatabase{doName)

End Function

' Data: Direct Exiraction
Function DirectExtraction
Set db = Client.OpenDatabase(initial value2-Sheet1.1MD")
Settask = db.Extraction
taskIncludeAllFields
dbName = "small value.IMD
task AddExtraction dbName, ™, " VALOR_IMICIAL =0.1
task CreateVitualDatabase = False
task PerformTask 1, do.Count
Settask = Nothing
Set db =Nothing
ClientOpenDatabase (doName)
End Function

Sample results

o

IDENTIFICADOR_DO_CONTRATO YALOR_IMICIAL
17007854000011994 0.00
17005854000011996 0.00
15326654000011996 0.00
15325454000011996 0.00
15326654000011996 0.00
15325454000011996 0.00
15301752000011996 0.00
20100454000012000 0.00
15302252000011996 0.00
25502652000012000 0.00

501 purchases were
made with external
suppliers at “0” contract
value;

527 purchases were
made at values less
than 1; the values are
0.01, 0.05, 0.1, and
0.53 Brazilian real

17
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ﬂVider used for accountinﬂ
Abnormal prices fraud detection
Software: Caseware IDEA Values should come from
-- Benford’s Law Check mathematical combination of
R & 5 o[ o = 227 5 - numbers (quantity x price),
Mean Absolute Deviation: 0.00126 VALOR_INICIAL they are expeCted to Obey
Conclusion: Acceptable conformity First Two Digits - Positive Values BenfOrd’S LaW

F2000

First Two Digit:“60”, “79” and
“80” do not obey the First /

20000

13000
16000

Two Digit Law

14000

I

< 12000
5 m
10000
2000 | rH
6000 | rTﬂI
09 Mo Iln TIT| P T
\
2000 Tﬂ|'|"III'1TH|‘1II'HIHII'r'|'H'|"|II'T1Tm
0
13 17 A 2 25 13 74 45 49 53 57 &1 &5 &9 I a1 a5 23 93 97
Digit Seguence
—— |lpper Bound —— Lower Bound —— Expected Count 18

. Actual Count . Highly Suspicious |:| Suspicious
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Suspicious Suppliers

Software: SAS
--“Black list” Contractor Detection

25,100 contracts are made with
contractors listed in the blacklist

1,936 unigue suspicious
contractors (firms)

APP

0—g— 0 =

contract - ImportDate ~ Datalmported  Query Buldert  WORKQUERY  Query Builder8
remove (contract-  from contract - _FOR_CONTR
morexlsy  rEmOvEMOTEX.  TEMOVEMOIEX. ACT_REME.
I

= L=

black list ImportData ~ Dta Imported
nractors in (black list ~ from black list
nractdatax. contractorsinc.  confractorsinc.

_FOR_CONTR
ACT_REMOV.

S
F

WORKQUERY  Query Buildert2  WORKQUERY

_FOR_CONTR
ACT_REMOV.

Sample results

Contractor
33.000.118
00.212.655
29.739.737
10.788.628
00.329.379

Frequency
1717

405

404

375

345

19
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Limitations and Future Research

» Design, improve and test the apps

» Develop rule-based algorithm to prioritize suspicious contracts based
on the concept of exceptional exception (Issa, 2013)

21
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Thank you:
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